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Abstract. In streaming multimodal monitoring, modality degradations (e.g.,
sensor noise or missing data) often trigger false alarms in anomaly detectors, violating
operational constraints on the False Alarm Rate (FAR). This paper formulates the
problem of FAR-budgeted anomaly detection and proposes a Reliability-Constrained
Anomaly Detection (RC-AD) method. RC-AD utilizes online modality reliability
estimates to gate the contribution of degraded channels to the anomaly score and to
dynamically adjust thresholding logic. Evaluation on controlled streams and real air
quality data demonstrates that RC-AD maintains the FAR budget while achieving
significantly higher recall on degraded segments compared to naive multimodal
baselines.
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Operational decision support systems require anomaly detection modules that
respect a strict budget on false alarms (FAR). Standard multimodal approaches, which
aggregate residuals from all sensors, are prone to “flooding” the operator with alerts
when one modality degrades (e.g., scale shift or noise), even if the observed process is
normal. We address this by introducing a reliability-aware scoring mechanism.

Reliability-Constrained Anomaly Detection (RC-AD). The core idea is to weight

the contribution of each modality’s residual egm) by its reliability rt(m):
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Furthermore, we implement a safety gate: if a modality is deemed unreliable

St

(rt(m) < 1), it is excluded from the threshold update buffer, preventing the system from
learning a loose threshold from dirty data. If all modalities degrade, the system enters
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a fail-safe mode, suppressing alarms unless the evidence is overwhelming, strictly
prioritizing the FAR budget.

Experimental Results. We evaluated RC-AD on a controlled benchmark with
injected anomalies (spikes, level shifts) and alternating modality degradations (T =
5000). The performance was measured using Recall@FAR for fixed budgets 8 €
{0.01,0.05,0.10}. At a strict budget of f = 0.05 (5% false alarms allowed), RC-AD
achieved a recall of 0.34 + 0.09, whereas the naive multimodal detector achieved only
0.10 £ 0.06. The naive method exhausted its FAR budget on degradation artifacts,
leaving no room to detect actual anomalies. On real UCI Air Quality data, RC-AD
similarly outperformed baselines, achieving Recall@FAR=0.097 vs 0.064 at 3 = 0.01.

Table 1. Recall@FAR comparison on controlled degraded streams (n = 10 seeds).
Method B =0.01 B = 0.05 B =0.10

Naive Multimodal 0.03 £0.02 | 0.10 & 0.06 | 0.18 £ 0.08
Equal-Weight Fusion | 0.09 4+ 0.05 | 0.19 + 0.06 | 0.27 4+ 0.09
RC-AD (Proposed) | 0.124+0.05]0.34 +£0.09 | 0.43 £+ 0.08

The results confirm that incorporating modality reliability into the scoring
function is essential for robust monitoring. RC-AD effectively filters out degradation-
induced residuals, allowing the detector to focus on genuine process anomalies. This
capability is critical for reducing operator fatigue in real-world DSS deployments.

Naive Multimodal Scoring: Vulnerable to Degradation
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Figure 1. Comparison of anomaly scores: Naive method spikes during degradation (red zones),
while RC-AD suppresses artifacts and highlights true anomalies.
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AEAKI OCOBJIUBOCTI IPOEKTYBAHHA
BAI'ATOKOPUCTYBAILBKHUX ITTPOBUX 3ACTOCYHKIB
Y ’KAHPI «(IIYTEP BIJ] NEPILIOI OCOBW»

Panenbuyk I'animna IBaniBHA

KaHJIUAaT TEXHIYHUX HayK, JOLEHT

Kadenpa apromaru3sarniii, KoM I0TE€pHO-IHTETPOBAHUX
TEXHOJIOT1# Ta pOOOTOTEXHIKH

XMeNbHUILIbKUN HalllOHATBHUHN YHIBEpCUTET, Y KpaiHa

Y cydacHOMYy CBITI IrpoBa I1HAYCTpPisS € OJHIEIO 3 HaWIWHAMIYHIIIMX Ta
HaWMpUOYTKOBUX Traiy3ei, sika CTPIMKO pO3BHUBAETHCA. Irpu cTanmu BaXXJIMBOIO
YaCTHHOI JIO3BULIS MUIBMOHIB JIOJIE MO BChOMY CBITY, 3HAQYHO BIUTMBAKOYM Ha
coIliajbHI, E€KOHOMIYHI Ta TEXHOJOTIYHI acClmeKTh cycniabecTtBa. (Oco0auBO
MOMYJIIPHUMHU € 0araTOKOPUCTYBAIIbKI ITPOBI 3aCTOCYHKH, 5K JI03BOJISIOTH TPaBIISIM
B3aEMOJIISATU OJWH 3 OJHHM Yy BIPTYaJIbHOMY MPOCTOpPI, CTBOPIOIOYM YHIKaJbHI Ta
3axoIuTo0Ul irpoBi cBiTH. XKaHp «urytep Bix nepmoi ocodu» (First-Person Shooter,
FPS) 3aiimae ocobnuBe Miclie cepell TaKuX Iirop 3aBIsSKH CBOIM JUHAMIYHOCTI,
peanicTuuHii rpadiii Ta BUCOKOMY PIBHIO 3a1y4€HOCTI rpaBiiB [1].

[IpeameTHa o6macTh 6araTOKOPHUCTYBAIIBKUX ITPOBUX 3aCTOCYHKIB y *aHpi FPS
Ma€e CBOI OCOOJIMBOCTI Ta BUMOTHU. PO3yMIHHS IHUX AaCMEKTIB € BaKIUBUM IS
YCHIMHOTO po3pobiieHHsT mporpamHoro 3abesnedenHs (I13), ske BinmoBigaTume
Cy4aCHUM CTaHJapTaM Ta noTpedam rpaniliB.

OTxe, METOI0 CTaTTl € JIOCHIIKEHHS OCOOJIMBOCTEN MPOEKTYBaHHS OaraTtoko-
PUCTYBAIbKUX IFPOBUX 3aCTOCYHKIB Yy aHpi FPS, mo 3abe3neunTs AMHAMIYHHIMA
dbyHKIioHAT (TIKIIOYEHHS TPpaBliB, AUHAMIUYHY CHUCTEMa PYyXy, 3pO3YMUIUM 1HTEp-
detic Tomo). J{ns qocArHEeHHS 1i€1 MEeTH CJIil BUPIIIUTHA HU3KY 3aBllaHb, & CaMe:

— TIPOBECTH aHaJli3 ICHYIOUHUX pilieHb y xanpi FPS;

— OOrpyHTYBaTH MepesiK 3a7ad IJis peaiizailii 3aCTOCYHKY;
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