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and management analytics. The use of CRM helps increase customer loyalty,
profitability, and competitiveness of the enterprise, ensuring the formation of long-
term relationships with consumers.
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Despite the long-standing interest in and extensive coverage of the issue of
economic security in academic literature, there is still no unified concept of enterprise
economic security. Various approaches exist to defining the concept of “enterprise
economic security,” including: (1) protection against economic crimes; (2) a state of
protection from internal and external threats; (3) a state of efficient use of resources or
potential; (4) the presence of competitive advantages; and (5) the realization and
protection of economic interests (summarized in [1, pp. 8-9]). There is also a lack of
consensus regarding methodological approaches to assessing the level of economic
security, such as the indicator-threshold approach, resource-functional approach,
program-target approach, criterion-based approach, risk-based approach, matrix
approach, and systems approach (summarized in [2]), as well as considerable diversity
in the components of enterprise economic security systems and the indicators used to
assess them.
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It should be noted that in academic literature the concept of “enterprise economic
security” is often considered in the context of the enterprise’s field of activity.
However, insufficient attention has been paid to the study of the components of
enterprise economic security depending on the business model chosen. Different
business models adopted by enterprises, even within the same industry, imply
differences in business processes, value propositions, and target audiences for goods,
works, and services, which inevitably leads to differences in operational risks and in
the relative importance of the components of economic security.

A business model is a consciously chosen way of creating value and generating
profit [3]. The development of business models is closely related to global trends that
encourage companies to transform and offer new types of services. With the advent of
the era of information and communication technologies, traditional business models
are increasingly complemented by innovative ones, which undoubtedly alters the risk
structure of enterprises and, accordingly, the significance of the components of their
economic security.

Business models can be classified according to various criteria, in particular by
the structure of the value creation chain. According to the research of L. Schweitzer
[4], the following types of business models are distinguished: (1) Integrator; (2)
Orchestrator; (3) Layer Player; and (4) Market Maker. For the purposes of this study,
the following components of economic security are considered: (1) financial, (2)
intellectual and human resources, (3) technical and technological, (4) political and
legal, (5) information, (6) environmental, and (7) physical security, in accordance with
[5].

The «Integrator» business model assumes that the company fully covers the
industry value chain and has access to all important complementary assets that provide
high potential for revenue generation. Despite the advantageous position of the
Integrator, which provides access to complementary assets and coverage of the entire
value chain, the model is at risk of losing the market due to the obsolescence of the
underlying technology. «Integrator» also has a significant dependence on the level of
financial security, since fixed capital investments covering the entire production cycle
are significant; the needs for current assets are large, and the needs for financial
resources for its own R&D are also large. Technical and technological security is
critically important for Integrator, as production processes, patents, and quality
standards need to be protected. Integrator requires comprehensive compliance with all
regulatory requirements in all segments, so political and legal security is also a
significant component of its economic security. Such enterprises usually have a large
staff, so the presence of competent personnel in many areas is critically important,
which makes the intellectual and personnel component of the economic security of
such an enterprise significant. Protection of corporate data, production processes and
own R&D results, preventive security measures for servers and networks, and support
for a security architecture are usually also very important for enterprises of this
business model. The presence of warehouses for production supplies, finished
products, technological equipment, and documentation necessitates the Integrator to
have its own security and provide a force component of security. The «Integrator» is
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responsible for the environmental consequences of its production processes and the
impact on the environment of both its processes and its products. Therefore,
environmental safety should be considered a significant component of the economic
security of enterprises of such a business model.

The «Orchestrator» business model assumes that access to complementary assets
is obtained exclusively through partnerships (cooperation with other enterprises) and
the use of outsourcing. In this model, it is partnership itself that provides access to
complementary assets. Management coordinates the interaction of the industry
segments in which value is created. The «Orchestrator» does not produce all
components; instead, it focuses on key areas of specialization that generate the highest
revenue, while coordinating and controlling the activities of other participants in the
value chain (partners), thereby creating an efficient system of interaction.

Compared to the «Integrator», the «Orchestrator» has lower but still significant
capital expenditures and, accordingly, a dependence on its financial security. Its
financial security largely depends on the financial stability of its partners and the
effectiveness of financial oversight over them. The technical and technological security
of the «Orchestrator» is manifested in the reliability of IT platforms and the
technological interaction among partners. The contractual framework with partners and
platform licenses largely depend on the political and legal component of its economic
security. Orchestrators typically have a small staff; therefore, dependence on human
resources 1s relatively low, and the intellectual and human capital component of
economic security is significantly less important than for the «Integratory.

In terms of information security, the main threat to the «Orchestrator» is the
leakage of platform or partner data, which makes this component of economic security
particularly significant for this business model. Dependence on partners necessitates
continuous verification and monitoring of counterparties (due diligence), as well as the
maintenance of security services, which increases the importance of physical security
for this business model. The «Orchestrator» bears partial responsibility for the
environmental consequences of production only within the scope of its own activities,
while responsibility for outsourced processes rests with its partners.

The «Layer Player» business model assumes that an enterprise specializes in a
single link of the value creation chain, acting as an innovator and thereby generating
demand for its products. A «Layer Player» focuses on a narrow market segment or a
specific stage of production or service provision, without attempting to control the
entire value chain.

The focus of a «Layer Player» on a narrow segment reduces its financial risks but
increases its dependence on market conditions and the financial capacity of a specific
market. Since a «Layer Player» operates within a narrow technological segment, the
security of its technologies and unique products is critically important, making the
technical and technological component the most significant element of its economic
security. A «Layer Player» is also dependent on regulatory influences in its field of
activity; therefore, the political and legal component of economic security must be taken
into account. Such enterprises are highly dependent on narrowly specialized professionals
and R&D personnel, which makes the intellectual and human capital component of
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economic security significant. «Layer Players» primarily require protection of product-
related information and technologies, which makes information security an important
component of their economic security. The need for physical security is minimal;
protection of facilities and critical infrastructure is usually provided by contracted security
services. Environmental security for a «Layer Player» is limited to its own segment of
activity and therefore is not a significant component of economic security.

The «Market Maker» business model is typically applied by enterprises associated
with market innovations and technological breakthroughs. Their role is usually
organizational and marketing-oriented, often without their own production facilities. A
«Market Maker» occupies a specific niche of consumer demand and, compared to
owners of complementary assets, possesses strong market power, reshaping the
customer structure of entire industries. Such enterprises create new markets or
stimulate their development by defining rules and standards.

«Market Makers» usually possess relatively few assets; therefore, financial threats
primarily manifest in the loss of market position or the risk of penalties. Dependence
on technology is not critical, making the technical and technological component of
economic security relatively insignificant. For «Market Makers», market rules and
standards—often established by the company itself—are of key importance, which
minimizes dependence on the political and legal component of economic security.
However, the establishment of an intellectual property protection regime is extremely
important for enterprises using this business model. Key personnel for a «Market
Maker» include strategists, marketers, and legal professionals; dependence on human
resources is not critical. The primary focus of «Market Makers» is on the security of
the information platform and standards; physical security has little practical
significance, while cybersecurity is far more important. Responsibility for
environmental security for «Market Makers» is minimal.

The «Integrator» and «Orchestrator» business models ensure more effective
product promotion, allowing them to outperform innovator competitors that lack access
to all links of the value chain. The dominant position of the «Integrator» results in
significantly greater economic security needs compared to other business models. In
particular, the Integrator controls the entire value creation chain and therefore requires
the most comprehensive economic security across all its components. The
«Orchestrator» is the most dependent on partners; however, its financial and
technological risks are distributed. A «Layer Player» concentrates on the narrow risks
of its niche, making its economic security components dependent on the specific nature
of its activity. The key risks for a «Market Maker» are reputational and market-related,
while direct production (technological, human resources) and financial risks are
relatively insignificant compared to other business models.
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OLHIHKA CUHEPIT'ETUYHOI'O E®EKTY BIJ
OOPMYBAHHS CTPATET'TYHUX ITAPTHEPCTB

I'aneubknit Kocrantun Pycianosu4

3100yBay BUINOT OCBITH CTYIICHS OaKajiaBp
Kadenpa nianpueMHHUIITBA, TOPTIBII 1 JIOTICTUKH
HarionanbHuii TeXHIYHUI YHIBEPCUTET
«XapKiBCbKUHM MONITEXHIYHUHN THCTUTYT», YKpaiHa

VY cyyacHMX yMOBax IME€pPMAHEHTHHUX KpU30BHUX SIBHUII Ta TpaHCpopMmarllil
rJI00AJIbHUX PUHKIB CTPAaTETIYHE MapTHEPCTBO EBOJIIOLIOHYE 3 1HCTPYMEHTY
PO3IIMPEHHS BILUTMBY Y 3aci0 3abe3medeHHs 0a30BOi cTikocTi Oi3Hecy. Haykosiri
3a3HAYar0Th, 1m0 B 2024-2025 pokax akIeHT 3MIIIYEThCA HA TAKTUYHI apTHEPCTBA 3
OpIEHTALIIE0 Ha CTpPATEriyHl pe3ysbTaTH, A€ KIIOUYOBUM KpPUTEPIEM YCHIXY €
HIBUJKICTh OTPUMAaHHS CHHEPreTuyHoro edekry [1].

MeTor JOCHIIDKEHHSI € YJIOCKOHAJIGHHS TIJXOAIB JI0 OLIHKKA CHHEpril
MapTHEPCHKOT B3a€EMOJIi 3 ypaxyBaHHSM HOBITHIX BHKJIHMKIB E€KOHOMIYHOTO
CepellOBHUIIIA.

Tpagumiitne po3yminHs cuHeprii  («2+2=5») CbOrOJHI JOMOBHIOETHCS
HEOOXI1THICTIO BpaxyBaHHs (pakTopy 6e3neku Ta pusukiB. CyyacHa eKOHOMIYHA TyMKa
BUJIIsE ciequdiuHi (pOpMU IPOSBY CUHEPTii, aKTyallbHI JIJIsl CbOTOJACHHS:

1. Cunepris criiikocTi (Resilience Synergy). O0’eqHaHHS pecypciB HE JIHIIE IS
3HUKEHHS BUTpAT, a ¥ JJIsl CTBOPEHHS CIUILHUX OydepiB Oe3nexu (pe3epBHi JaHIIOT U
MOCTayaHHSI, CIILJIbHA €HEPTeTUYHA ABTOHOMHICTD).

2. AcumeTrpuuHa cuHeprisi. BuHnkae y mapTHepCcTBax MK PI3HHUMH 332 PO3MIPOM
cyO'ekTamu (HaNpuKiIaj, cTapTan Ta KOpHopauisf), J€ MEHIUMHA HapTHEp OTPUMYE
JIOCTYT JIO pecypciB, a OutbIMi — 10 iHHOBamik. Sk 3a3Hayae B. Bemmuko, Taxi
MO/IeJIl CTal0Th IOMIHYIOUMMHU Y BUCOKOTEXHOJIOTTYHUX ramy3sx [1].

3. Indopmariitno-xkoruituBHa cuHepris. CrinbHe Bukopuctanns Big Data ta Al-
IHCTPYMEHTIB JUIsl POTHO3YBaHHS PUHKOBUX 3MiH, a TaKOX PO3BUTOK JIOJCHKOIO
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