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MOXe OyTH MacmTaboBaHAa Ta BHKOPHCTaHA SIK OCHOBAa IS OUIBII CKIIATHUX
IHTENEKTyaIbHHUX TIIaThOpM y cdepi JoMalTHbO1 O€3MEeKH Ta MOHITOPUHTY.
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Modern information systems that operate with large amounts of data often
encounter the issue of quickly checking the presence of an element in a dataset.
Common approaches, such as the use of hash tables, work well in small systems but
lose their properties when dealing with large amounts of data and the need for high
throughput. Modern technology companies like Google, Amazon often need to check
whether a user is already registered in their system or not. This operation has to be as
fast as possible to maintain a good user experience. Other issue is that such a presence
check has to be performed on the whole set of data, which is very time-costly [1].
That’s why in practice, such systems use a data structure called a Bloom Filter [2],
which acts like an index. A Bloom Filter is a probabilistic data structure that can
precisely identify that an element is not present or is possibly present in a given data
set. To create a Bloom Filter user has to have an approximate amount of elements and
a false positive rate, which could be tolerated. In the classical approach, once a data
structure is created, its size cannot be dynamically changed. A Bloom filter is
represented as a bit array, to insert an element, K amount of hash functions have to be

applied to it to identify positions which have to be set in the bit array. To check the
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presence, the same set of hash functions is used, and if all of the bits are set, the element
is probably in a set. Probability is achieved through collisions of bit positions for
different elements (figure 1).
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Figure 1. A schema of a classical Bloom Filter

Such an approach is more efficient in terms of RAM usage and requires less
computational power. This is suitable for cases when a user can tolerate some degree
of false positive results.

Even though Bloom Filter solves most cases, in cases of very large datasets (i.e.,
millions and billions of elements), the system becomes dependent on vertical scaling,
requiring a large amount of RAM on a single physical machine. Although such systems
are easier to maintain, they are more likely to completely shut down in case of errors
on a single node.

In this study, a method for the construction of a scalable distributed bloom filter
system is presented. The system is represented as a set of nodes, each containing some
part of a single logical Bloom Filter. To distribute keys between nodes, a consistent
hashing [3] method is used, where nodes are placed on a ring, and each segment of the
ring is transferred to a particular node. This mechanism allows to dynamic change in
the number of nodes without full system rebalancing (figure 2).
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Figure 2. A schema of a distributed bloom filter

To direct an element to a node, a hash function has to be applied to an element,
which returns a position on ring, clockwise next node on a ring must contain a given
element. To distribute elements evenly, it is crucial to choose a proper hash function.
Another requirement is that hash computation has to be as fast as possible. That's why
MurmurhHash3 [4] was chosen for the method.

To maintain a correct system state, a coordination service called Zookeeper is
implemented. Its main responsibilities are:
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- Read input data and prepare local bloom filters on each node using protocols like
HTTP/GRPC.

- Perform health checks of each node.

- Dynamically change the number of nodes when needed.

- Monitor nodes’ metrics like: CPU utilization, RAM usage, network load etc.

For communication with the system, external applications have to use the SDK
that performs the following functions:

- Communication with the Zookeeper service to monitor an actual system state.

- Receiving an element, apply the hash function.

- Identifying the node that contains the given element.

- User replication in case the primary node is unavailable.

To maintain the system’s fault tolerance, each node can have a replication node,
which copies the state of the primary node through the network, i.e., sends a request to
copy the local Bloom Filter. The replication node is registered in both the Zookeeper
service and SDK. When the primary node is down, the user has the ability to switch to a
replica and doesn’t lose the system’s properties in case of physical outages (figure 3).
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Figure 3. A scalable distributed Bloom Filter system design

The most important aspect of any system is to have high throughput and low
latency for high load cases. For the system that implements the previously described
schema, a load test was performed to identify potential bottlenecks and analyze the
system’s performance.

One of the most important metrics in highload systems are request rate per second
and request latency. Under the conditions of 3-5k requests per second, result of the
tests show that request latency is under Sms (figure 4).

Figure 4. Dashboards. Request Rate per second and request latency

Other important technical metrics are CPU utilization and RAM usage. Under
the same conditions, it was shown that there were no significant load on CPU and
memory usage was under 45% (figure 5).
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Figure 5. RAM usage and CPU Ultilization

In conclusion, implemented system works as expected, all functions of classical
Bloom Filter were preserved. Experimental tests showed that the system has high
performance under heavy load.
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IHTEJEKTYAJIbHA MOAEJIb BUABJIEHHSA
KIBEPIHIIUAEHTIB Y SIEM-CUCTEMI 3A
JOIMOMOI'OIO TEXHOJIOI'ITM HEYITKOI JIOT'TKHA

AnHa ByakoBcbka

3100yBay BHUILOT OCBITH MariCTe€pChbKOro PiBHS
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BiiicbKOBHI1 IHCTUTYT TEJIEKOMYHIKAIIi Ta
iHdopmaTu3aiii imeHi ['epoiB Kpyt

VY cydacHHX ymMOBaxX CTPIMKOTO PO3BUTKY HU(PPOBUX TEXHOJOTINA Ta 3pOCTAHHS
piBHS KiOep3arpos, 10 aKTHBHO BHUKOPHUCTOBYIOTHCS y BIMCHKOBHX, MOJITHYHUX Ta
1HGOPMAIIHHO-TICUXOJIOTIYHUX ~ OMepallifix, OCOOJMBOI aKTyalbHOCTI HalyBae
npoOJieMa CBOEYACHOTO BUsiBIIeHHA KiOepinuuaenTiB. Cucremu kinacy SIEM (Security
Information and Event Management), siki BUKOHYIOTh (YHKIIli I[EHTPaII30BaHOTO
300py, KOpelsiii, HopMajizalli Ta aHami3y Mol Oe3NeKH, 3aIMIIAIThCSI 0a30BUM

267


https://doi.org/10.1145/1365815.1365816
https://doi.org/10.1145/362686.362692
https://doi.org/10.1145/362686.362692
https://doi.org/10.1145/362686.362692
https://dl.acm.org/doi/10.1145/258533.258660
https://github.com/aappleby/smhasher

